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JIUCT COI'JIACOBAHUA

PABOYAS ITPOI'PAMMA COCTABJIEHA B COOTBETCTBUH C TPEBOBAHUSMU ®ENEPAJIBHOI'O
T'OCYJAPCTBEHHOI'O OBPA3OBATE/IBHOI'O CTAHJAPTA BBICIIIET'O OBPA3OBAHUA (®I'OC BO)

09.03.04 ITporpaMMHas UH)XeHepUs

roz Habopa rpymmsr: 2025
IIporpamMmmMmy cocTaBuiI:

Kadenpa O7 MHbopMariioHHbIe CUCTEMBI U TTPOTPaMMHast MH)KeHepHst
Kusi3bkoB AHarosnuii BukropoBud, A.¢.-M.H., mpodeccop

[Tporpamma paccMOTpeHa
Ha 3ace/jlaHUM Kadeapbl-pa3paboTurKa
paboueii nporpamMmbl O7 ¢ opMaliuoHHBIE CUCTEMBI H IPOrPaMMHasi HH)KeHepUsl

3aBenyromumii kadenpoii Cemenosa E.I., a.T.H., pod.

[Tporpamma paccMOTpeHa
Ha 3aceJJaHUM BBITyCKatolleit Kadeapsl

O7 NHdopManMoHHBIE CHCTeMbI 1 IPOrpaMMHas HH)XXeHepHs

3aBepaytommii Kadeapoii Cemenosa E.I", f1.T.H., pod.




PABOYAS ITPOI'PAMMA JUCIIAII/INHBI
METO/JbI 1 CPE/ICTBA 3ANIUTHI KOMITBFOTEPHONU MH®OPMAIIVN

Paspensl paboyeii mporpaMmsI

1. HEJIN OCBOEHUSA JNCHUITIINMHBI

2. MECTO INCLHUIIIIMHBI B CTPYKTYPE OOII BO

3. CTPYKTYPA 1 COOEPXXAHWE NUCLIAITJINHBI

4. ®OPMbBI KOHTPOJIA OCBOEHUMA ANUCLIUITIMHBI

5. YYEBHO-METOIMYECKOE 1 UTHOOPMAILIMOHHOE OBECITEYEHUWE OVCLUITIIHBI
6. MATEPUAJIBHO-TEXHMUYECKOE OBECITEUEHWE OVUCHUITJIMHBI

ITpusoxeHusi K padouyeii mporpaMme JUCIMILUIHHBI

o Tlpunoxkenue 1. AHHOTaLMsI paboueli IpOrpaMMbl
¢ TIpunoxenue 2. TeXHOTOTUU U GOPMBI 00yUeHUSA
o [Ipunoxenue 3. OHABI OLIEHOUHBIX CPEJCTB



1. OE/IM OCBOEHUSA JUCILUIIVIMHbBI

Lenbto 0CcBOEHUS AUCLUILIVHEI SIB/IsieTCst (POPMUPOBAHUE CIeAYIOIMX KOMITeTeHLUI:

OTIK-3 — CrnocobeH peliaTh CTaHAAPTHBIE 3a/aui TPO(eCCUOHATBLHON [JesTebHOCTH Ha OCHOBE
“H(OpPMaLMOHHON 1 Oubnrorpaduueckoi Ky/ibTyphl C MpUMeHeHHeM UH(OPMAaLOHHO-KOMMYHHUKALMOHHBIX
TEXHOJIOTHI ¥ C Y4eTOM OCHOBHBIX TpeboBaHMI MHPOPMALIMOHHOM Oe30MacHOCTH

DOopMHUPOBaHUIO KOMITETEHLIUI CITY)KUT AOCTKEHHUE CJIeyIOLINX pe3y/IbTaToB 006pa3oBaHus:

OIIK-3
3HAHUSA:
MeTO/Ibl ayTeHTH(UKALMA B COBPEMEHHBIX OTepallMOHHBIX CUCTEMaX M CreLfabHble CPe/CTBa 3allUThI
vHopMaLuy;
YMeHus:
NPUMEHSATh TIONyueHHble 3HAaHWUS B TIPAKTHKe TIOCTPOEHWs 3alllMIIeHHbIX cucteM 00paboTKu

nHdopmary,
BKJTFOUasi KOHGU/IeHIIMaIbHY 0 UH(OPMaIUIo U 00paboTKy TepCcoHaNbHbBIX IaHHBIX;

HAB8bIKU.
TIPUMEHSATDE CETEBbIE CKAHEPBI U dHA/IM3aTOPBI TIPOTOKOJIOB KOMHLIOTepHOﬁ CeTu.



2. MECTO ANCIIMIIVIMHBI B CTPYKTYPE OOII BO

IMucuunamna METOABI U CPEJICTBA 3AIUTHI KOMITbFOTEPHOM MH®OPMAITUN
SIBISIETCS JUCLIUTIIMHOM 00s13aTe/IbHOM YyacTH 6;10Ka 1 mporpaMMbl OATOTOBKY 10 HaripasieHuto 09.03.04
IlpoepammHasn uHdceHepus.

CopepxaHue [UCLMIUIMHBL SIBASIETCA JIOTMYeCKUM Ipogo/pkeHueM gucuuiuiviH: BBEJEHUWE B
NMHO®OPMALIVMOHHBIE TEXHOJ/IOTWUNA, CTPYKTYPBI M OPTAHM3AIINA [JAHHBIX,
NMHO®OPMALIMOHHBIE TEXHOJ/IOI'MA U ITPOI'PAMMUWPOBAHMUE.

CopeprkaHue AVICLMTIIAHBL - SBJIAETCS OCHOBOM A7sL OCBOEHMs JWCLUIIIVH: BBIIIOJITHEHUE AN
3AIIUTA BBIITY CKHOU KBAJTINMOUKAITMOHHOUM PABOTBI.

[penBapuTebHBIE KOMITETEHI[H, COPMHUPOBaHHBIE Y 00yUarOIerocs /10 Hauasia u3yueHus TUCLATUTAHBL:

e OIIK-2 — CrniocobeH MOHUMATh TIPUHLIUIILI pab0TEI COBPeMeHHBIX MHPOPMALIMOHHBIX TEXHOJIOTUN U
MIPOTPaMMHBIX CPeJCTB, B TOM UKC/Ie OTeUeCTBEHHOTO TIPOM3BO/CTBA, U UCIIOIb30BATh WX TIPH pelleHnH
3a/1au ripoeccroHanbHON JesiTe/TbHOCTH

¢ OIIK-3 — CriocobeH peliiath CTaHAApTHLIE 3a/jauH MPodeCcCHoHaNBHOM [1eSTe/IbHOCTH Ha OCHOBE
WH(OPMAaIMOHHON 1 OubrorpaduuecKoi KyabTyphl C MPUMeHeHHeM UH(OpPMalioHHO-
KOMMYHHKALIIOHHBIX TeXHOJIOTUH U C YY4eTOM OCHOBHBIX TpeOoBaHMI MH(POPMALMIOHHOH 6e30macHOCTH

¢ OIIK-6 — CrniocobeH pa3pabarsiBaTh aJiTOPUTMBI ¥ TPOTPaMMBI, TIPUTOAHBIE AJIs TPAKTHUEeCKOTO
WCTI0/Tb30BaHMsI, TIPUMEHSITb OCHOBLI MH(OPMaTHKH 1 TIPOTPaMMHPOBAHUsI K TTPOEKTHPOBAHUIO,
KOHCTPYMPOBaHUIO Y TeCTUPOBaHUIO IIPOrPaMMHBIX [IPO/YKTOB

e TIK-1.3 — CnocobeH KCII0/1b30BaTh pa3IMyHbIe TEXHOJIOTHU pa3paboTKU MpOrpaMMHOI0 o0ecrieueHus

¢ [TK-93 — CniocobeH reHepUpOBaTh HOBBIE WJIEH [I/IA PEIIeHNs 3a/iau ITU(POBO SKOHOMUKH,
abCcTparupoBaTbCsi OT CTaHJAPTHBIX MOZeNel, TiepeCcTpanBaTh CI0KUBIIHECS CIIOCOOBI pelieHus 3a/1ay,
BBI/[BUTaTh a/IbTepPHAaTUBHbIE BADUAHTHI A€HCTBHUH C 1ie/Ibl0 BEIPAOOTKY HOBBIX OMTUMAaJIbHBIX
aJITOPUTMOB

e [TK-94 — Crioco6eH K yripaB/ieHHI0 HH(OpMaLieil 1 JaHHBIMH, TOMCKY UCTOUHUKOB MHGOPMALU U
JJAHHBIX, BOCIIPUSTUIO, aHa/IU3y, 3allOMUHAHKIO U Ilepejjade HH(POPMAaLIMK C UCI0/b30BaHKeM LU(PPOBbIX
CpeJiCTB, a TAaK)Ke C TIOMOIIBI0 aTOPUTMOB ITpY paboTe ¢ MoTyyeHHBIMH U3 Pa3/IMYHBIX UCTOYHHKOB
JAHHBIMHU C 1je/1b10 3¢ QeKTUBHOTO MCII0/IH30BaHUsI TI0/TyUYeHHOW HH(OPMaLUH AJIs pelleHus 3aa4y



3. CTPYKTYPA U COAEPXKAHUE JUCIIUII/INHBI

OO0111as TPY/I0EMKOCTh JUCITUTUTUHBI COCTaB/sieT 3 3.e., 108 u.

3.1. Copeprxanue (JUAAKTHKA) JHCLUATUTHHBI
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Paspen 1. ITonsiTue o 3amure HH(pOP BUJIBI emMoit uHGop
4 7 WHdopmarioHHas 6e30macHOCTb B CHCTEMe Hal{OHa/IbHO# 6e3omacHocTH Poccuiickoii 10 2 2 0 8 5
Depepanyn.
Pa3spen 2. CTPYKTypbI H OCHOBHBIE 3aj{auH CJIy)K0bI Ge3onacHocT npegnpusTys. 2.1.
4 7 DTaribl Mpol{ecca OpraHU3aLji CUCTEMBI 3aIUThl MH(OPMALK NpeAnpusTHs. 2.2, 3aimTa 9 3 3 0 6 10
WH(OPMALMK B TMHUSX CBsA3H. 2.3. CTPYKTypa COBpeMeHHBIX Tesie(h)OHHBIX Kabe/bHBIX CeTel.
4 7 Paspen 3. Metoab! Hapy KoH(H /IHOCTH, I{e/IOCTHOCTH M OCTYIHOCTH 1 4 2 5 7 15
¢op Crioco6bl KOHTAKTHOTO U 6eCKOHTaKTHOTO CheMa WH(OPMaLUH.
Paszpen 4. 3amuTa uHog B COBP 1x HHop IX cHcTeMax. 4.1.
Bo3smoxxHocty atak Ha OC, nx knaccudukarnys. 4.2. ITaponbHas 3amura [1K. Banom
4 7 naponeid Windows NT 1 UNIX. 3aiura oT B310oma. 4.3. VieHTudMKaLus U ayTeHTUhUKaLMs 14 8 4 4 6 10
nonb3oBareneil OC. Windows, UNIX, Linux. 4.4. ®opmasbHble MOJIe/M 3all{HILjaeMbIX
CHCTEM 1 X [IPHMeHeH:e B coBpeMeHHbIX OC.
Paszpgen 5. MeToanl M cpe/iCTBa OrpaHHYeHHs AOCTyNa K pecypcaM H KommnoHeHTam ITK.
4 7 5.1. 3amuTa nporpamm. 5.2. MeTosl ¥ CpeiCTBa MPUBS3KU TTPOrPaMMHOTO obecreueHus K 1 5 5 0 6 15
arapaTHOMy OKPY)KeHHIO 1 hH3nueckuM HocutessM. 5.3. TeXHOMOrust XpaHeHus! KIToueBoit
MHpOpMAaLIHU.
Paspen 6. OcHoBHBIE yrpo3bl Ge3onacHocTH ceTeil. 6.1. Mozen yrpos. 6.2. Mogenu
4 7 MpOTHUBOZECTBYsI yrpo3am Ge3oracHoCTH. 6.3. OcHoBHbIe TpeGoBaHHs K HOPMUPOBAHHUIO U 14 8 4 4 6 15
WCII0/Ib30BaHMIO MEH T10/1b30Bate’Iel 1 raposieii B ceTu. 6.4. MeTozpl ayTeHTH(UKaLN
T0/1b30BaTerieil B CeTH.
Pa3pen 7. ATaku U3HYTpHU cucreMsl. Bujpl, K1accudukanus v ciocodbl 3auThl. ATaku
4 7 cHapyxH. 7.1. Pa3HOBHIHOCTH BUPYCHBIX NIporpamM. 7.2. CkaHepsl BUpycoB. 7.3. CeTepast 14 8 4 4 6 10
3aIMTa, GpaH/Mayspbl, eMUIUTaPU30BaHHbIE 30HbI U YaCTHbIE BUPTYya/bHbIe CeTH. 7.4.
CucTeMbl 0GHAPY)KEHHsI CETeBOTO BTOP)KEHHMsL.
4 7 Paspen 8. BesonacHocTs MHTepHeTa. 8.1. PaspyluuTte/bHble NPOrpaMMbl: BUPYChI, UepBHU, 1 5 2 3 6 10
TPOSIHCKHE KOHH, MOOU/IbHBIE ITPOrpamMmbl. 8.2. be30macHOCTb 3/1eKTPOHHO# MOYTHL.
Paspen 9. Kpuntorpadguueckue MeToab! 3amuTthl HHGopMaruu. 9.1. HedopmanbHbie
nonsTyst 0 mudpax 9.2. [udposanus u geumdposanue. 9.3. MaremaTiuecKkre 0CHOBBI
4 7 kpunrorpaduu. 9.4. Anroputmsl mudpoBanust. 9.5. [ToHsATHE cTOMKOCTH mHdpa. 9.6. 14 3 3 0 6 10
TTpaBuso Kupxroda. 9.7. Buzpl mmdpos. 9.8. Busl Kpuntorpaduueckux arak. 9.9.
Iudporanue u cetesas 3auura. 9.10. DnekTponHast nognuck. 9.11. Ceprudukarst. 9.12.
Kpurrrorpadudeckue npotokossl VHTepHeTa.
Bcero 3a 7 cemecTp 108 51 34 17 57 100
Bcero no gucuuninHe 108 51 34 17 57 100
3.2. AyAMTOPHBIA NPAKTHKYM
Oo0neMm,
No Homep 1 HaumeHOBaHHue
Tema NPAaKTHYE€CKOIr'0 3aHATUA ayp.
n/n pa3fena JUCHMILUTUHBI
qacoB
Pasgen 3. MeTozb! Hapy1eHust
A A Py IMpakTrueckast pabota Nel — «Pa3paboTka 3alUIieHHBIX
KOH(UIeHITNATEHOCTH, o o
1 MMPpUJIOXKEHUU. HpOFpaMMHOQ yiipaB/ieHre YUeTHOU 2
11e/IOCTHOCTH U JOCTYITHOCTH
3anucko. [TomuTrKa 6e30I1aCHOCTH. »
HH(popMaLyH.
Paszen 4. 3amuta uadopmariuu B(IIpakTudeckas pabora Ne2 — «YmpassieHue npaBaMHu.
2 COBPEMEHHbIX I/IHCl)OpMaL[I/IOHHI:IX AHanus YCTaHOBOK 6e3011aCHOCTU CUCTeMbI U HpI/IBHJIEFI/Iﬁ 4
crucTemMax. T10/Ib30BaTe1eH. »
IMpakTrueckast pabota Ne3 — «Peanu3aiiusi MEXaHU3MOB
3 Paszpen 6. OcHOBHBIE yrpO3bl pa3rpaHHueHust OCTYIIa M0/b30Bare/iell K 00beKTam 4
Oe3omacHoOCTH ceTeid. I[I3BM. 3amuTa pabourx cTaHLuid, paboTaromux Moy,
Windows.»
Pa3pen 7. Ataku U3HyTpU
A yTP ITpakTuueckasi pabora Ned — «MogeIMpOBaHye aTak Ha
CHUCTEMBEI. BI/I,Z[]:I, KJIaCCI/ICbI/IKaL[I/IH o o
4 host u meficTBuil 110 UX OTpa>keHUI0. MogeTMpoBaHye aTak 4
U CriocoObI 3aIUThI. ATakKu
Ha web-y3emn.»
CHapy»XHu.
IMpakTrueckas pabota Ne5 — «HacTpoiika npoTokosia
Paspnen 8. besonacHoCTb "
5 JUHamMuuecko mapuipytr3aimu RIP. Pa3paborka IP- 3
Nurepuera.
aJpecanmnu.»
Bcero 3a 7 cemectp 17
6 29841




3.3. CamocTosnTenbpHas padora crygenta (CPC)

Ne |Homep u HauMeHOBaHHe Oomem,
Copep>xaHue yueOHOro 3a/jaHus
n/m | pasjesa JUCHUIUIUHBI 4acoB
Paszpen 1. ITonstue o
| [awmre vH(opMaLuu, N3yueHue mipe/lyCMOTPEeHHBIX MPOrPaMMOI AUJaKTHUYeCKUX 8
BU/IbI 3allvIIlaeMoi eIMHULL TI0 peKOMEeHIyeMoii JiuTeparype
vHbopMaLyy.
Pazpen 2. CTpyKTyphl 1
5 |OCHOBHBIE 33/a4M N3yueHue Tipe/lyCMOTPEHHBIX MTPOrpaMMO AUJaKTHUe CKUX 6
cyXObl 630MacCHOCTH  |eJUHUL] [T0 PEKOMEeHTyeMOU JIuTepaType
MpeJIIpUSTHUS.
3 Pasnen 3. Metozp! V3yueHune NpelyCMOTPeHHBIX TIPOrPaMMOiA AUAKTHYe CKUX 4
HapyLIeHNs: eIUHULL TI0 peKOMeHJyeMOi1 JinTepaTrype
KOH(UIeHIIUATbHOCTH, .
1{e/0CTHOCTH 1 IToaroroBka K MPaKTHYeCKOU pabore Nel — «Pa3paboTka 5
4 [JOCTYIIHOCTH 3allMILeHHbIX NpUIoKeHnU. [IporpaMMHoOe yripaBs/ieHye y4eTHOU 3
MH(OPMALHH. 3anucklo. [ToMTHKa 6e30MacHOCTH», OPOPMIEHUE OTYETa.
5 Pa3pen 4. 3amura W3yueHue nipejyCMOTPEHHBIX MPOrPaMMOM AUJaKTHYECKUX 3
nHbOopMaLiy B eIUHULL T1I0 PeKOMEeHyeMOi1 JiuTepaTrype
COBpE@MEHHBIX IToAroToBKa K mpakTuueckou pabore Ne2 — «YmpaBieHue
6 |MH(bOPMALMOHHBIX npaBaMH. AHa/IN3 yCTaHOBOK 0e301acHOCTH CHUCTEMBI U 3
CuCTeMax. TIPUBWIETHH MOJIb30BaTesei», opopMmiieHre oTIeTa.
7 |Pasgen 5. Merompi u N3yuenue Mpe/lyCMOTPeHHBIX TporpaMMou AUJaKTUUeCKUX 3
eIUHULL [0 PeKOMEHyeMOi1 JIuTepaTrype
Cpe/ICTBa OrpaHUYeHUs =
JI0CTyTIa K Pecypcam u IToAroToBKa K mpakTHueckou pabore Ne3 — «Peanmavum{
8  |kommonentam IIK. MeXaHHW3MOB Pa3rpaHUYeHus [JOCTYyTIa Mo/b30BaTesied K 00beKTaM 3
[I3BM. 3amuTa pabounx craHiui, paboraromux mog Windows»
9 W3yueHue 1ipeZlyCMOTPEHHBIX POrpaMMOi AUJaKTUUeCKUX 3
eIUHULL [10 pEKOMEeHyeMOM JIuTepaTrype
Pazzen 6. OcHOBHbIE [ToAroToBKa K rpakTuueckoi pabore Ne3 — «Peasu3ariyst
YTpo3bl 6e30macHoCTH MeXaHU3MOB Pa3rpaHUUeHusl JOCTyIIa [10/Ib30BaTe/ell K 00beKTamM
10 |ceTei. TI3BM. 3amura pabourx cTaHLui, paboTaromux mnog Windows», 3
MOJArOTOBA Y OTChUIKA OTUeTa 0 /IeKTPOHHOM ToYTe
TIperozaBarestto.
11 Pasgen 7. Ataku u3HyTpu (VI3yueHue Npezly CMOTPEHHbIX MpOrpaMMOM U aKThUe CKUX 3
cucrtembl. Brgpl, eIUHULL [0 PEKOMEHJyeMOi JInTepaTrype
K1accuduKaLys 1 IToaroroBka K mpakTrueckoi pabore Ned — « MojenrpoBaHHe aTak
12 |ciocoOel 3auuThl. ATaku |Ha host u JIeCTBUH TI0 UX OTPa)KeHUI0. Mojie/iMpoBaHue aTakK Ha 3
CHapYXH. web-y3em», odopmieHHe oTUeTa.
13 N3yuenue Tpe/lyCMOTPeHHBIX TporpaMMou AUJaKTUUeCKUX 3
Pasen 8. Be3omacHoCTs eIUHUL] 10 peKOMeHAyeMonvnHTepaType §
ViHTepHeTa. IToaroroBka K rpakTuueckou pabore Ne5 — «HacTpotika
14 MPOTOKOJIa IMHaMuueckok MapinpyTtu3aiuu RIP. Paspabotka IP- 3
azipecaryin», opopMiieHe OTYeTa.
Pazgen 9.
15 Kpunrorpaduueckue W3yuenue Tpe/lyCMOTPeHHBIX MporpaMMou AUJaKTUUeCKUX 6
MeTO/bI 3aLUThI eIUHULL [0 pEKOMEHyeMOM JIuTepaTrype
vHopMaLyu.
Bcero 3a 7 cemectp 57
4. ®OPMbI KOHTPOJISA OCBOEHUA ANCIIAITI/IMHBI
CEMECTP HEJAE/IN CEMECTPA
1 2 3 4 5 6|7 8 9/10/11 12 1314 15 16| 17
7 WII3, Otu. no OrTu. no 113, 1P Oru. no I13, TP Ortu. no I13, WIT3, OTu. 1P Borp.
13, BI13 nI13, BI13 WUII3, BI13 nI13, BI13 o 13, BII3 3K3
YcnoBHbIe 00603HAUEHUS:
e [IP — puarHOCTHUeCKasi paboTa;
7 29841




NII3 — unauBryanbsHOe MpakTUUeCcKoe 3a/laHue;
Ortu. 1o I13 — oTueT 1o NpakKTUUECKOMY 3a/jaHUIO;
BII3 — Bomnpocsl/3azanus 1o temam I13;

Borip. DK3 — BOIPOCH! K 9K3aMeHY.

TeKyuii KOHTPOJIb YCIIEBAEMOCTH CTY/[eHTOB TIPOBOJJUTCSA B JUCKPETHBIE BpEMEHHbBIE UHTEPBAJIBI B
creayommx popmax:
e UArHOCTUYECKas pabora;
e UHAWBUAYyaJbHOE TIPaKTUUYeCKOe 3ajlaHue;
*  OTYET I10 NMPAKTHUECKOMY 3a/]aHHIO;
e BOMPOCHKI/3afiaHurs no TeMam [13;
¢ BOMPOCHI K 9K3aMEHY.

IIpomMeskyTouHasi arTecTanus POBOAXUTCS B popMax:
e 9K3aMeH.



5. YYEBHO-METOJIMYECKOE 1 TH®OPMAIIMOHHOE OBECIIEUEHUE
TCIUATUIVHBI

5.1. OcHOBHas iMTeparypa no JUCLUILIMHE:

1. A. B. babam, E. K. Bapanoga. . Kpuntorpaguueckue Mmetozb! 3amutel nHGopManuu. M.: KuoPyc, 2018,
70 3K3.
. A. Tonacmurt. . BectipoBo/iHbIe KOMMYHUKalLMU. M.: TexHocdepa, 2011, 5 3K3.
. A. TI. TTatubparos, JI. I1. T'yasiHo, A. A. KupuueHKO. . BeIUMC/IUTEIBHBIE CUCTEMBI, CETH U
TesekoMMyHUKaluu. M.: KHoPyc, 2017, 60 3k3.
. B. Y. SIpoukuH. . UadopmaimonHas 6e3omacHOCTb. M.: Akagiemuueckuii ITpoekt, 2006, 48 k3.
. B. JI. Bpoiizo, O. I1. VnbuHa. . BerunciutensHble CUCTEMBI, CETH U TeleKoMMyHUKayu. CI16.: TTutep,
2011, 27 3Kks.
6. B. JI. Bpoiizo, O. I1. UnbuHa. . BerurcuTebHbIE CUCTEMEI, CETH U TesieKommyHuKatmu, CIT6.: ITutep,
2007, a5. pec.
7. B. I1. MenbHukoB, A. Y. KynpusiHos, T. FO. Bacuibera. . IHdopMaririoHHast 6e30macHOCTb. M.:
PYCAMHC, 2017, 70 3k3.
8. C. A. XXpanos, H. 0. VBaHoBa, B. I. Manaxuna. . OnepanjioOHHbIe CUCTEMBI, CETU U UHTEPHeT-
TexHonoruu. M.: Akagemusi, 2014, 15 3k3.
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5.2. JlononHUTeNbHASA TUTeparypa 0 JUCLUIUIVHE:

1. A. B. Ba6am, I. T1. Ilankun. Kpunrorpadus. M.: COJTIOH-IIpecc, 2007, 3 3K3.
2. C. bepser, C. Isiin. Kpunrorpadus. OduimansHoe pykoBogcTBo RSA Security. M.: BMUHOM, 2007, 3
9K3.

5.3. Ilepuoguyeckue U3gaHust:
He TpeOyroTCs.

5.4. TlepeueHb peCcypcoB HH(POPMAI[HOHHO-TEIEKOMMYHHKAIIMOHHOH ceTy "VIHTepHeT", HeOOXOAUMBIX J1/IsT
OCBOEHUS! TUCIUTUINHBI, 3/IeKTPOHHbBIE OMOTHOTEUHbIE CUCTEMBI:

1. http://www.intuit.ru/department/security/secbasics/ — HOY MHTYUT | OcHoBbl MHPOPMAIIMOHHOM
6e3omnacHocty | MHbopmarys;

2. http://www.intuit.ru/department/security/secst/ — HOY MHTYUT | Crangaptsl HHGOPMALIMOHHOM
6e3omacHocty | Uabopmanys;

3. http://e.Janbook.com/ — 3BC Jlanb;

4. https://urait.ru/ — O6pa3oBarenbHas Tiatdopma «HOpaiiT». [1s1st By30B U CCy30B;

5. http://library.voenmeh.ru/jirbis2/ — P“P»P°PIPSP°CII1 — ®yHaaMeHTanbHas bubnuoreka BI'TY
«BOEHMEX» um. [1.®D. YcTHHOBa;

6. https://urait.ru/ — I'naBHas — Obpa3oBarenbHas miatdopma FOpaiiT. [Is By30B 1 CCy30B.;

7. http:/library.voenmeh.ru/ — ®yHziamenTanbHast 6nbnuoreka BI'TY «BOEHMEX» um. [1.®. YcTuHOBa.

CoBpeMeHHbIe TpoQecCHOHaNbHBIE 0a3bl JaHHBIX:

1. https://rusneb.ru — HatmonaneHast nekTpoHHast oubmoreka (HOB);

2. https://cyberleninka.ru/ - HayuHast 3iektpoHHast 6ubnmoreka «KubeprieHuHKa»;
http://www.rfbr.ru/rffi/ru/library - ITonHoTekcToBast 3/1eKTpoHHas 6ubmoTeka Poccuiickoro doHaa
dbyHIaMeHTabHBIX UCC/IeI0BaHMI.

I/IHCI)OPM&L[I/IOHHI)IE CIIpaBOYHbI€ CUCTEMBI:

1. Texakcriept — VTHMOPMaIMOHHBINM TIOPTaI TEXHUUECKOTO peryupoBanusi: HopMel, ipaBuia, CTaHAAPTHI
P®;

2. http://library.voenmeh.ru/jirbis2/index.php?option=com_irbis&view=irbis&Itemid=457 - b1 TOCTog
cobcrBenHoi reHepauyu BI'TY "BOEHMEX" um. [I. ®. YcTHHOBa;

3. http://www.consultant.ru/- KoncynsrauTIIntoc- nHbOpMalloHHbBIN TTOpTas IpaBoBoi HHGOpMaI[UH.

5.5. TIporpamMMHOe obecrieueHue:

1. LibreOffice;
2. Linux;



3. Microsoft Windows.
5.6. HdopmalioHHbIe TeXHOJIOTUU:

B3anMmogeiicTBre ¢ obyuaroumucs nocpegcrsom SMOC Moodle BI'TY «k BOEHMEX» um. [J.®. YctuHOBa.
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6. MATEPUAJ/IBHO-TEXHUYECKOE OBECIIEYEHUWE JUCITUII/INHBI

6.1. JleKijnoHHbIE 3aHATHSA:

CreLa/IM3UpOBaHHbIe TpeOOBaHus 110 000PYZAOBaHMIO OTCYTCTBYIOT; ayAUTOPHUS C TIOCAZOUHBIMU
MeCTaMHU I10 KOJIMYeCTBY CTYZIeHTOB; [OCKa.

6.2. IIpakTHyeckue 3aHATHA:

1. IlpoekTop;

2. LibreOffice;

3. Linux;

4. Microsoft Windows.

6.3. IIpouee:

1. pabouee MeCTO Mperno/iaBaTeisi, OCHAI[EHHOe KOMITbIOTEPOM C IOCTYTOM B VIHTepHeT;
2. pabourie MeCTa CTyZIeHTOB, OCHaIlleHHbIe KOMITbIOTEPAMU C JOCTYTIOM B VIHTepHeT, TipefiHa3HaueHHbIe
Zi71st pabOTHI B 3/IEKTPOHHOM 00pa30BaTe/IbHOU Cpefie.
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ITpunoxenue 1
K paboueii mporpaMme JUCIATUTHHBI
METO/bI 1 CPE[ICTBA 3AIIINTHI KOMITbBFOTEPHOU NH®OPMALIIN

AnHoTanusa paboueii nporpaMMsl

Iuciuniuda METOJIBI 1 CPEJCTBA 3AIIUTHI KOMITBIOTEPHON WH®OPMAIIUU
ABJISIETCS JUCLIUIJIMHOM 00s13aTe/IbHOM YacTH 0yioKa 1 rporpammel IOATOTOBKM M0 HarpaeieHuto 09.03.04
Ipoepammuas uHdiceHepus. [ucimriimHa peanusyercs Ha dakyabrere O EctectBeHHOHayuHbl BI'TY
"BOEHMEX" um. [].®. YcruHoBa Kadenpoit O7 MHbopMaliioHHbIe CHUCTEMBI U TTPOTPaMMHast MH>KeHepHsl.

[OuciuniavHa HaljesieHa Ha GOPMUPOBaHUe KoMNnemeHYuli:
OIIK-3 CrocobeH pelath CTaHAAPTHBIE 3aJaud  POQGEeCCHOHA/NBLHOW  /IeITeJIbHOCTH HAa OCHOBE
nH(popMarvoHHoH u 6ubmorpadryeckoil KyabTypsl € TIpUMeHeHreM WH(OPMAaLIOHHO-KOMMYHHKALIMOHHBIX
TEXHOJIOTHI ¥ C YUeTOM OCHOBHBIX TpeOOBaHMI MH(OPMALIMOHHOW 6e30MacHOCTH.

CoiepkaHue AMCLMIUIMHBI OXBaThIBaeT KPYT BOIPOCOB, CBfI3aHHBIX C OCHOBHBIMU TIOHSITUSIMU U BUaMHU
3amuiaeMolt MHGOPMAI[MKM, TPOLIeCCOM OpraHW3alldd CHUCTeMbl 3alllUThl  TIPEATIPUATHS, yTeuKaMu
vH(bOpMaLK, MeTO/laMH 3allUuThl MH(POPMAIK U airopuTMaMu mmdpoBadus. PaccMaTprBarOTCS OCHOBHBIE
CroCo0bl TIPOHUKHOBEHUs BUPYCOB B WH(OPMAI[MOHHBIE CUCTEMbI M CETH, BU/bI BUPYCOB U 3all[UTa OT HUX,
¢dopMarnbHBIe MOZENM 3alUILjaeMbIX CUCTeM W MX TNpuMeHeHHWe. CeTeBas 3aujutra U 0Oe3omacHOCTb web u
3/IeKTPOHHOM TIOUTHI.

[TporpamMmoii AUCLIUI/IMHEI TIpelyCMOTPEeHBI CJie[jyIoIie BH/bI KOHTPOJIS:

TeKymuii KOHTPOJ/Ib YCIIEBAa€MOCTH CTYIEeHTOB IPOBOJUTCS B IUCKPeTHLIE BpeMeHHbIe NHTEPBAJIbI B
cnenyrommx ¢popmax:
e UAarHoCTUYecKas pabora;
e UHAMWBUYya/JbHOE TIPaKTUUeCKOe 3a/laHue;
e OTYeT I10 NPaKTUYeCKOMY 3a/laHUIO;
e BOIpOChI/3ajjanus 1o TeMam [13;
e BOTPOCHI K 3K3aMeHY.

HpOME)Ky'TO‘lHaH dTTecTalusa rMpoOBOJUTCA B CbOpMaXI
¢ DJK3dMeH.

OO1jast  TPy/I0EMKOCTh OCBOEHHSI [UCILUIUIMHBI cocTaBiasger 3 3.e., 108 u. TIporpamMmoil AWUCIUTUTHHBI

MpeAyCMOTPeHbI JIeK[MOHHbIe 3aHsATUs (34 4.), mpakTthdeckve 3aHsaTusi (17 4.), camocTosTenvHast pabora
crypenra (57 a).
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IIpunoxenue 2
K paboueli mporpaMme JUCIATTHHBI
METO/bI 1 CPEJICTBA 3AIIIUTHI KOMIIbBFOTEPHOU UTH®OPMALIIN

TEXHOJ/IOI'U 1 ®OPMbI OBYUYEHUSA

PekoMeH/Jaliiy 110 0CBOEHHIO JUCHUILTHHBI /I CTyAeHTa

TpynoeMKOCTb OCBOEHMS JUCLMITIMHEI cocTaBageT 108 4., u3 HUX 51 4. ayJUTOPHBIX 3aHATHM, U 57 4.,
OTBe/IeHHbIX Ha CaMOCTOSITe/IbHYI0 paboTy CTyZeHTa.

PekoMeH/IalIMM  TI0  pacrpe/ie/ieHHI0  yueOHOrO BpeMeHHW M0 BH/]AM CAMOCTOSITE/TBHOM paboThl |
pasjeniam JVCIUI/IMHLI TIPUBE/IeHbI B TabTHIIE.

KoHTponb 0CBOeHUMs! AWUCLMIUVIMHBI TIPOM3BOAWUTCS B COOTBeTCTBUM C IlonokeHHMeM O TeKylleM,
py6eKHOM KOHTPOJIe YCIIeBaeMOCTH U TIPOMEKYTOUHOM aTTecTariiy 00yJarouxcsl.

®opMBbl KOHTPOJISI M KPUTEPUH OLIeHUBAHUs TIPYBe/ieHbl B TPUIOKeHHH 3 K Paboueii mporpamme.

TpyRoeMKOCTB,

HaumeHoBaHue padoThI PekomeHnjyemas iuTeparypa uac

Pa3pen 1. ITonaTue o 3amuTe nH(popMaluy, BUAbI 3aiuiiaeMoii nuagopmanum.
A. TI. ITsTubparos, JI. I1.
I'yoeiHo, A. A. KupuueHKo. .
BrrurcnurenbHble CUCTEMBI,
CeTH U TeJIeKOMMYHUKau: M.:

KuoPyc, 2017 (8) 8
A. B. Babar, E. K. bBapaHoga. .
Kpunrorpaguueckrie MmeTopb!
3aiuThl UHGopMaruu: M.:
KnoPyc, 2018 (1)
Wroro no pa3geny 1 8
Pa3pen 2. CTPyKTYpbI H OCHOBHBIE 33/]a4H C/Ty)KObI 0e301acHOCTH NpeApPUSITHSA.

B. I1. MenbHuKkoB, A. N.
Kynpusnos, T. 1O. Bacuneesa. .
WNudopmarionHas
6e3omnacHocTs: M.: PYCAMHC,
2017 (1)

A. TI. ITsaTubparos, JI. I1.
N3yueHnue ripefycMOTpeHHBIX NiporpaMmoit aujaktuueckux| [yabiHo, A. A. KupuueHko. . 6

e/IMHUI] [0 peKOMeHyeMOoM TuTepaType BorurcnurenbHbIe CUCTEMBI,
CeTH U TeJIeKOMMYHUKaru: M.:
KunoPyc, 2017 (8)

A. B. Ba6am, E. K. BapaHoga. .
Kpunrorpaguueckrie MmeTob
3aluThl “HGOpMaluu: M.:
KuoPyc, 2018 (4)

N3yueHue ripelyCMOTPEHHBIX POTPaMMON AUAaKTUYUe CKUX
e/IMHUL] 110 peKOMeHyeMol iTepaType

Wtoro no pasgeny 2 6
Pa3pen 3. MeToab! HapyeHus KOHPUAEHIHATBHOCTH, LeJIOCTHOCTH U JOCTYITHOCTH HH()OPMALUH.

N3yuenue npeyCMOTpPEHHBIX TPOrpaMMOM AUAaKTHUe CKUX B. I1. MenvHukoB, A. U. 4
eIVHUL] TI0 peKOMEeHAyeMOi1 JIuTepaType Kynpusinos, T. FO. Bacunbesa. .
IToaroroBka K rpakTuyeckoii pabore Nel — «Pa3paboTtka Wndopmarpionsast 3
3alMLIeHHBIX TPUIoKeHHH. [IporpaMMHoe yripasiene | OesonacHocts: M.: PYCAVHC,
YUeTHO# 3anuchbro. [TomTrKa 6e30MacHoCTH, 2017 (2)
OCI)OPMJIEHI/IE oT4yeTa. A. B. Baba, E. K. BapaHosga. .

Kpurrrorpaduueckie MeToab
3amuThl “HGOpPMaruu: M.:
KHnoPyc, 2018 (1)

A. TI. ITsTubparos, JI. I1.
I'yoeiHo, A. A. KupuueHKo. .
BorurcnurenbHble CUCTEMBI,
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CeTu TETIEKOMMYHI/IKEIL[I/H/IZ M.:
KuoPyc, 2017 (8-9)

Wroro no pasgeny 3

Pazgen 4. 3amura nHGoOpManuu B COBPeMEHHbBIX HH()OPMaHOHHBIX CHCTEMaX.

I/I3yquHe npeayCMOTPEHHBIX HpOI‘paMMOﬁ AUIaKTH4YeCKHNX

e/IMHUL] T10 peKOMeHyeMoM TiTepaType

B. JI. Bpoiizo, O. I1. UnbuHa. .
BbIunciirenbHbie CHCTEMBI,
CeTH U TeJIeKOMMYHUKALIWK:

CII6.: ITutep, 2011 (1-3)

A. II. ITatubparos, JI. I1.
I'ypeiHO, A. A. KupuueHKo. .
Berunc/iutesibHbIe CUCTEMBI,

CeTH U TeJIeKOMMYHHUKaLWH: M.:
KuoPyc, 2017 (8)

IMoaroToBka K npakTryeckoi pabore Ne2 — «YmpaBneHue
npaBaMH. AHa/IM3 yCTaHOBOK 6e30MacHOCTH CUCTEMBI U
TIPUBUJIETHH TI0/Th30BaTeei», opopmieHre oTyera.

A. B. Ba6a, E. K. BapaHoga. .
Kpunrorpadguueckrie MeTob!
3aIuThl “HGOpMauu: M.:
KuoPyc, 2018 (3)

B. I1. MenbHuKkoB, A. N.
Kynpusinos, T. FO. Bacunbesa. .
NudopmariionHas
Ge3somacHocTh: M.: PYCAVMHC,
2017 (9)

B. JI. bpoiizo, O. I1. nbuHa. .
BrrurcnurenibHbIE CUCTEMBI,
CETU U TeJIeKOMMYHUKALIUU:
CII6.: TTutep, 2007 (1-3)

Uroro no pasgeny 4

6

Pa3pen 5. MeTojbl M CpeicTBa OrpaHU4YeHHUs JOCTyMNa K pecypcam 1 KomnoHenram ITK.

V3yuyeHue rpefyCMOTPEHHBIX TIPOrPaMMOM AMAKTHYe CKHX
e/IMHUL] 110 peKOMeHJyeMOoH ThTepaType

B. JI. Bpoiino, O. I1. UnbuHa. .
BorurcnurenbHble CUCTEMBI,
CeTH U TeJIeKOMMYHUKALIWH:

CII6.: TTutep, 2007 (1-3)
B. I1. MenbHuKoOB, A. N.
Kynpusinos, T. FO. Bacunbesa. .
NudopmariionHas

IToaroroBka K rpakTuueckoi pabote Ne3 — «Peanmzanus
MeXaHU3MOB pa3rpaHUYeHUst JOCTYTIa M0J/Ib30BaTe el K
obbekTam ITOBM. 3amuTa pabounx CTaHIUH,
paborarorux nog Windows»

Ge3omacHocTh: M.: PYCAVMHC,
2017 (9)

B. JI. bpoiizo, O. I1. nbuHa. .
BrruvcnurenibHbIE CUCTEMBI,
CeTH U TeJIeKOMMYHUKALIUU:

CII6.: ITutep, 2011 (1-3)

A. B. Bab6a, E. K. BapaHoga. .
Kpunrorpadguueckrie MeTopb!
3amThl HHMOpMaru: M.:
KHnoPyc, 2018 (8)

A. TI. ITsTubparos, JI. I1.
I'yoeiHo, A. A. KupuueHKo. .
BbIunc/iTebHbIE CHCTEMBI,
CeTH U TeJIeKOMMYHHUKALIHU: M.:
KuoPyc, 2017 (8)

Wroro no pasgeny 5

Paspen 6. OcHOBHBIE yIPO3bI

0e30MacHOCTH CeTei.

V3yuyeHue rpefyCMOTPEHHBIX TIPOrPaMMOM ANAKTHYe CKHX
e/IMHUL] [10 peKOMeHJyeMoH ThTepaType

A. Tonpcmur. . becipoBogHbie
KOMMYyHUKaiuu: M.:

TToAroToBKa K TipakThueckoi pabote Ne3 — «Peanu3zarys
MeXaHU3MOB pa3rpaHHyeHys JOCTyIa Moyib30Barenel K
o6wvekTam II9BM. 3amura pabounx cTaHLUH,
paborarorux nog Windows», IoJir0ToBa U OTChIJIKA OTUETA
T0 3/IeKTPOHHOM I0YTe IperofiaBareto.
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TexHocdepa, 2011 (8)

B. JI. Bpoiino, O. I1. UnbuHa. .
BbIunc/UTeIbHBIE CUCTEMBI,
CeTH U TeJIeKOMMYHUKAIIWH:

CII6.: TTutep, 2007 (1-3)

B. JI. Bpoiizo, O. I1. UnbuHa. .
BbIuncirenbHbIe CHCTEMBI,
CeTH U TeJIeKOMMYHUKALIWH:
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CII6.: Iurep, 2011 (1-3)
A. B. Baba, E. K. bapaHosa. .
Kpunrorpaguueckrie MmeTopb!
3aiuThl UHGQopMaruu: M.:
KnoPyc, 2018 (8)
B. Il. MenbHUKOB, A. U.
Kynpusnos, T. FO. Bacunsesa. .
WNudopmarionHas
6e3omnacHocTs: M.: PYCAMHC,
2017 (9)

A. TI. ITsTubparos, JI. I1.
I'yoeiHo, A. A. KupuueHKo. .
BblunciurenbHble CUCTEMB,

CeTH U TeJIeKOMMYHUKan: M.:
KHoPyc, 2017 (8)

Wrtoro o pasgeny 6

6

Pa3gen 7. ATaku U3HYTPHU cHcTeMbl. Buabl, Kiiaccudukanus U crioco0bl 3alUThI. ATAKH CHapY»XH.

N3yueHue ripelyCMOTPEHHBIX MPOrPaMMON AUAaKTUUe CKUX
e/IMHUL] [10 peKOMeHyeMoM ThTepaType

B. N. ApoukuH. .
WudopmaryionHas
Ge3omacHoCTh: M.:

Axkamemuueckuii [Tpoekt, 2006

)

B. JI. bpoiizo, O. I1. UnbuHa. .
BblunciirenbHbe CHCTEMEI,
CeTH U TeJIeKOMMYHHUKALIWK:

CII6.: TTutep, 2007 (2-3)

IToaroToBKa K NMpakTUUecKoi pabote Ned —
«MogenvpoBaHue aTak Ha host 1 melicTBuif 110 UX
OTpaXeHHI0. Mo/ieTMpoBaHue aTak Ha web-y3en»,
otopmiieHHE OTUeTa.

B. JI. Bpoiino, O. I1. UnbuHa. .
BbIUunC/IUTEIbHBIE CUCTEMBI,
CeTH U TeJIeKOMMYHUKAIIWH:

CII6.: TTutep, 2011 (2-3)

B. I1. MenbHuKOB, A. N.
Kynpusinos, T. FO. Bacunibesa. .
NudopmariionHas
6e3omacHocTh: M.: PYCAMHC,
2017 (9)

A. B. Baba, E. K. bBapanoga. .
Kpunrorpaduueckve MeTo/b
3auThl UHQOpMaruu: M.:
KnoPyc, 2018 (2)

A. II. ITsaTubparos, JI. I1.
I'ypeiHo, A. A. KupuueHKo. .
BrrurcnureibHbIE CUCTEMBI,
CeTH U TeJIeKOMMYHUKaru: M.:
KuoPyc, 2017 (8)

Wrtoro no paspeny 7

Pa3pen 8. besonacHocTh MIHTepHeTa.

N3yueHue ripelycCMOTPEHHBIX IPOrPaMMON AUAaKTUYUe CKUX
e/IMHUL] T10 peKOMeHyeMoM iTepaType

IMToaroToBKa K mpakTrueckoi pabote Ne5 — «Hactpotika
MIPOTOKOJIA AMHaMU4eCKoW MapiipyTr3aruu RIP.
PaspaboTtka [P-azsipecaium», ohopmieHre oTueTa.

C. A. XpgaHog, H. FO. MBaHORa,
B. I. MansixuHa. .
OmnepalioHHbIe CUCTEMBI, CETH U
MHTepHeT-TeXHOooTuu: M.:
Axkazemus, 2014 (8)

A. B. Ba6am, E. K. BapaHoga. .
Kpurirorpaguueckue MeTob
3aIuThl “HMGOpMaluu: M.:
KuoPyc, 2018 (5)

B. I1. MenbHUKOB, A. .
KynpusHos, T. FO. Bacuibesa. .
WNudopmaryonHas
6e3omacHocTs: M.: PYCAVMHC,

2017 (20)

Uroro no pa3geny 8

Pazpen 9. Kpunrorpaduueckue Metofbl 3amuThl HHGoOpMaLnum.
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V3yuyeHue npeflyCMOTPEHHBIX TIPOrPaMMOM ANJaKTHUe CKHX
eJUHMUL] 110 peKOMeH/[yeMO}li JIuTepaType

A. B. Ba0any, I'. I1. ITTaHKUH.
Kpurrrorpadus: M.: COJIOH-
Ipecc, 2007 (4-6)

A. B. Ba6am, E. K. BapaHoga. .
Kpunrorpaduueckre MeToab
3anuThl HHMGOpMaluy: M.:
KuoPyc, 2018 (8)

C. bepser, C. IIsiiH.
Kpurrrorpadwusi. OdunpansHoe
pykoBogcTBo RSA Security: M.:
BMHOM, 2007 (1-3)

Wrtoro no pa3geny 9
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IIpunoxenue 3
K paboueli mporpaMme JUCIATTHHBI
METO/bI 1 CPEJICTBA 3AIIIUTHI KOMIIbBFOTEPHOU UTH®OPMALIIN

®OH/] OODEHOYHBIX CPEICTB

®oH/[| O1[eHOYHBIX CPe/CTB, MO3BOJISIOIIHE OL[eHUThL Pe3y/IbTaThl 06yUeHH s 10 JaHHOM AUCIUIT/IMHE, BKIFOYAIOT
B ce0s:

e UarHocThyeckas pabora

e BOIPOCHI/3afiaHus 1o Temam [13;

e OTUeT I10 NMPaKTUUeCKOMY 3a/laHHIO;

e WHJUBH/Yya/IbHOE NIPAaKTUYeCKOe 3a/jaHue;
®  BOIIPOCHI K 3K3aMeHY;

e SK3aMeH.

KpuTepuu oneHUBaHUS

JuarHocrnueckas pabora
HOuarnoctryeckasi pabora ripoBoauTcs B popme tecta B SOC Moodle:

e IIpU NIPaBWJILHOM OTBeTe MeHee yeM Ha 60% BONPOCOB - He aTTecTalys;
 TIpY NpaBUILHOM OTBeTe Ha 60% BOIIPOCOB U Oosiee - aTTecTarysl.

Bomnpocsi/3aganus no temam I13
Bornpocel no Temam WI13 nipuBesieHbI B KOMIJIEKTe TUIIOBBIX 3aJaHUM N0 KaXKJOMY pa3zeny U B YMK
JUCLIUIUIVHBL.

OTuer N0 NpaKTU4YeCKOMY 3a/JaHUI0

OdopmieHue rieyaTHbIX 0TUETOB 10 13 TpeyCMOTPEHO B yCTaHOBIEHHOU (hopme (0Opas3iibI
odopmenus nipepocTasseTcs cryaeHtam B DMMOC u B ocHOBHOM yiuTepatype). [Ipu BeIMO/HEHUM 0TUeTa
cnenyet pykoBogctBoBatbcsad 'OCT 7.32-2017. CocTaB oTYeTa ONMUCHIBAETCS B TIOCTAHOBKE 3aJjaur KaXK[[0ro
I13.

NupnByuayaibHOE IpaKTUYeCKoe 3a/jaHue
Honyck K BeinonHeHuto [13 He npegycMOTpeH.
TpeboBaHus K BbinoHeHUIO 113: Bo Bcex 13 HEOOXOUMO PeIIUTh BCe 3a/lauu.
[TpemycmoTpeHo odopmiieHre oTueToB 1o I13.
3amura I13 npegycmarprBaeT IpoOBepKy IIPaBUIBHOCTY PELleHUs 3a/ja4, OTBETOB Ha BOIIPOCHI 110 3a[,aHNUI0 U
OTBETOB Ha KOHTPOJIbHBIE BOMPOCHI, IPHUBeJeHHbIe K KOMILIEKTY THUIOBBIX 3aJ,aHUM M0 KaXXIOMY paszey.

Bonpocsl K 3K3amMeHy
Bomnpocs! K 3k3ameHy pasMeltieHbl B Kypce Moodle v 8 YMK aucuyriivHe:

JIK3aMeH

VITOroBbIfi KOHTPOJIb M0 AUCLIUIIMHE MTPOXOAUT B (hopMe 3K3aMeHa. JK3aMeHal|MOHHbIN Ouer
BK/IIOUAeT B ce0sl ueThipe TeOpeTHUeCKUX BOIPOCa.
ITn1st oIy YeHust TTOJIOKUTETBHOU OLIeHKH TI0 3K3aMeHY HeoOX0[UMO /IaTh OTBETHI HA TPY TEOPETHUYE CKUX
BOIpoOCa.

O11eHKa yIOBI€TBOPUTETBLHO BLICTABISIETCS, €CJTU CTY/IEHT BJla/leeT OCHOBHBIM 00BEMOM 3HAHUH 110
JIWCLIUTIZIHE; TIPOSIBJISIeT 3aTPyAHEHUs B CAMOCTOSITe/TbHBIX OTBETax, OMepPUpPYyeT HETOUHBIMU
(hopMyTMpPOBKaMu; B MPOLECCE OTBETOB ZOMYCKAIOTCS OIMIHMOKU TI0 CYII[eCTBY BOIIPOCOB.

XOpo1LIO - CTY/IeHT B/aZieeT 3HAHUSIMH JUCLUIUIMHBI TIOUTH B TIOTHOM 00BeMe MporpaMMbl (MMeIOTCs TpobesTbl
3HaHWM TOJBKO B HEKOTOPBIX, 0COOEHHO CJIOKHBIX pPa3Zesiax); CaMOCTOSITeIbHO ¥ OTYACTH TIPU HAaBOZSILINX
BOIIPOCax flaeT T0/IHOLIeHHbIe OTBEThI Ha BONPOCH] OusleTa; He BCerya Bble/seT Haubosiee CylijeCTBEHHOe.

OT/IMYHO - CTYZeHT B/iafieeT 3HAHUSMU TIpeJjMeTa B I10JTHOM 00beMe yueOHOH ITporpamMMsl, J0CTaTOYHO
ryOOKO OCMBIC/IMBAET AVCLUIUIMHY; CaMOCTOSTETBHO, B JIOTHUECKOH 1T0C/IeZ0BaTeIbHOCTY U MICUePITHIBAIOLIe
OTBeYaeT Ha BCe BOTIPOCHI OHsieTa, IOJUepKUBAEeT TIPH 3TOM caMoe CyILeCTBeHHOe, yMeeT aHa/TM31POBaTh,
CpaBHUBATh, K/1aCCU(UIMPOBaTh, 0000111aTh, KOHKPETH3UPOBATh M CHCTEMaTH3UPOBATh U3yUeHHbBIN MaTepuall,
BBI/Ie/ISITH B HEM [VIaBHOE: YCTaHaB/IMBAaTh IPUUNHHO-C/1e[ICTBEHHbIE CBSI3H.
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Takke 1pelyCMOTPEHO To/Ty4YeHHe OLleHKH COI/IacHO HabpaHHBIM BO BpeMsi ceMecTpa bOasiam, COryiacHO
pasMelEHHOM B Kypce B DOVIC TexHONMOrMYeCcKo# KapTe.
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[MacriopT doH/1a OLIEHOUHBIX CPeJICTB

KYPC

CEMECTP

HaunmeHoBaHuUe pa3/iesioB U
AUJAKTHYECKHUX eXMHMI]

BCEI'O

AyauTopHbIe
3aHATHA B
KOHTAaKTHOM

dopme

BCEI'O
Jleknuu
IIpakTHueckue
3aHATHUA

CamocTrosATe/lIbHasA
padoTa cTyaeHToB

dopmupyemas
KomIeTeHus, %

OIIK-3

HANMEHOBAHUE
OLIEHOYHOTI'O CPEJJCTBA

Pa3pesn 1. IloHsaTHe 0 3amjuTe
uHopmanun, BUABI
3amumaeMon uHgopmanuu.

10

Otuer 1o
MpaKkTUyeCKOMY
3a/laHuUIo,
NupuBrayansHOe
TpakTUyecKoe
3a/iaHue,
Bomnpocsl/
3a/laHUS 110
Temam 113

Paspen 2. CTpyKTYypBI H
OCHOBHBIE 33/Jaui CTY)KObI
0e30IMacHOCTH MpeJnpPHATHS.

10

Otuer o
MpaKkTUye CKOMY
3a/laHuUIO,
NupuBrayansHOe
TpakThyeckKoe
3a/iaHue,
Bomnpocsl/
3a/laHUSA 110
Temam 113

Paspgesn 3. MeToan! HapyuieHus
KOH(HAeHINA/TbHOCTH,
L{e/IOCTHOCTH M JOCTYITHOCTH
uH(popMaIuu.

11

15

Ortuer 1o
MpaKkTU4eCKOMY
3a/laHuUIo,
NupuBrayansHOe
MpaKkThyeckKoe
3a/iaHue,
Bomnpocsl/
3a/laHUA 110
Temam 113

Pa3pen 4. 3amura uHdopmManuu
B COBPeMEeHHbIX
uHGOpMaLMOHHBIX CHCTeMax.

14

10

Otuer 1o
MpaKkTU4e CKOMY
3a/laHuUIo,
NupuBrayansHOe
MpaKkThyecKoe
3a/laHue,
Bomnpocsl/
3a/laHUs 110
Temam 113

Pazpgen 5. MeTtoasb! M cpeacTBa
OrpaHMueHHus JOoCTyna K
pecypcam 1 komnoHentam ITK.

11

15

Otuer o
TpaKkTU4e CKOMY
3a/]aHuIO,
NupuBuayanbHoe
MpakTU4eCcKoe
3a/laHue,
Bomnpocsl/
3a/laHus Mo

Temam 113
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Pa3zgen 6. OcHOBHBIE YyIpPO3bI
0e30IacHOCTH CeTeM.

14

15

Ortuer no
MpaKTHU4eCKOMY
3a/laHuIO,
NupuBuayansHOE
TpaKTUuecKoe
3a/laHue,
Bomnpocsl/
3a/laHus 1o
Temam 113

Paspen 7. ATaku u3HyTpH
cucTtemMbl. Bujpl,
K/1acCH(PHKALUSA M CII0CO0bI
3aIUThI. ATaKH CHApyXH.

14

10

Ortuer no
MpaKTHU4eCKOMY
3a/JaHUIO,
NupuBuayansHOE
MpaKTUuecKoe
3a/laHue,
Bomnpocsl/
3a/laHus 1o
Temam 113

Pazpen 8. be3onacHoCcTh
HNnTepHera.

11

10

Ortuer o
MpaKTHU4eCKOMY
3a/JaHuIO,
NupuBuayansHOE
MpaKkTUUeCcKoe
3a/laHue,
Bomnpocsl/
3a/laHus 1o
Temam 113

Pazpen 9. Kpuntorpaguueckue
MeToAbI 3auThl nHpopMaum.

14

10

Ortuer no
MpaKTU4eCKOMY
3a/JaHuIo,
Bonpocs! K
5K3aMeHy,
NupvBuayansHOe
TpaKkTUueCcKoe
3a/laHue,
Bomnpocsl/
3a/jaHus 1o
Temam 113

Bcero 3a 7 cemecTp

108

51

34

17

57

100

Bcero mo pgucuuniuHe

108

51

34

17

57

100
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OneHounble matepuaJsl o guciunaude METO/IbI 1 CPEZICTBA 3AIINTHI

KOMITbFOTEPHOW NH®OPMAIIVN

OIIK-3 - CnocobeH pewiamb cmaHoapmubie 3a0avu npogheccuoHabHOlI 0esimeabHOCMU HA 0CHO8e
uHgpopmayuoHHolUl u 6ubaUOZpaduueckoli Kyabmypbl ¢ npumMeHeHUeM UHPOPMAYUOHHO-
KOMMYHUKAYUOHHbIX MeXHO/102Ull U C y4emoM 0CHO8HbIX mpeboeaHutl uHgopmayuoHHol GezonacHocmu

Ne 1

Ne 2

Ne 3

No 4

Ne 5

Ne 6

HPOQHTaﬁTe TeKCT, B]:I6epI/ITe HpaBHJ'[beIﬁ OTBET U 3allMIINTe apryMeHThI, O6OCHOBLIBaI~OLL[I/Ie BBIGOP
oTBeTa

Hawnbosee Ba)XHO¥ amrapaTHOM 3all{UTOM SIBISIETCS:

1. 3aumra ot c60eB B 37IeKTPOITUTAaHUN

2. 3amura ot c60eB cepBepoB, pabourx CTaHIUHN U JIOKAbHBIX KOMIIbIOTEPOB
3. 3amura ot c60eB YCTPOWCTB /i1 XpaHeHUsT UH(hOPMaIiy

4. 3aiuTa oT yreuek WH(GOpMaLUK 371eKTPOMarHUTHBIX U3/TyUeHU

HquHTaﬁTe TeKCT, BbIﬁepI/ITe MpaBUJ/IbHBIE OTBETHI U 3alMUIINUTE apPTYMEHTHI, OGOCHOBLIB&IOLL[I/IE BLI60p
OTBETOB

UTo Ha3BLIBAIOT 3aIUTON MHMOPMAIIAH?
1. JeATenbHOCTD T0 MPeAOTBPAILeHHI0 YTeUKH 3alluillaeMoit HHpopMaluu

2. JleATeNIbHOCTH IO MpeJOTBPAllleHHI0 HeCaHKL[MOHUPOBAHHBIX BO3/|€MCTBUM Ha 3alljUILaeMy0
HH(popMaL1io

3. [esATebHOCTH 110 MPeZOTBPAIL{eHHI0 HellpeZiHaMePeHHBIX BO3eHCTBHII Ha 3aljUIlaeMyto
nH(bOpMaLIHI0

4. NeATeNbHOCTH MO NPeJOTBPALLIeHUI0 KPaXkKU

HpquTaﬁTe TeKCT, B]:IGepI/ITe MpaBUJ/IbHBIE OTBETHI U 3alMUIIINUTE apTYMEHTHI, 060CHOB]>IBEIIOLL[I/IE BI:I6OP
OTBETOB

YcnoBue, Ipy KOTOPOM B PacliopsDKeHUY aHATWTHKA HAXOAUThCSI BOSMOYKHOCTD TOJIyYUTh Pe3y/IbTaT
3aIr(pOBKH /15 MPOM3BOIBLHO BEIOPAHHOTO UM 3aIIM(POBAHHOTO COOOIIeHHsT pa3Mepa n
WCTIO/Ib3YeTCs B aHajIu3e:

1. Ha 0CHOBe TIPOM3BOJILHO BEIOPAHHOTO MIM(POTEKCTa;
2. Ha OCHOBe MPOU3BOJIbHO BHIOPAHHOTO OTKPBITOTO TEKCTA
3. Ha 0CHOBe N30PaHHOI0 OTKPBITOTO TEKCTA

4. Ha OCHOBe W30PaHHOTO OTKPBITOTO U MIU(POTEKCTa

HpquTaﬁTe TeKCT, B]:I6epI/ITe MpaBUJ/IbHbIE OTBETHI U 3allUIIINTE apTYMEHTHI, O6OCHOBbIBaIOH_]I/Ie Bb160p
OTBETOB

OcHoBHble 0T/Muus NIPoToKoI0B L2TP 1 PPTP cocTosT B criepyroLeM:
1. ITIpotokon L2TP obecrieuriBaeT He KOH(MUEHI[HATLHOCTD, A TOJIBKO TYHHE/TMPOBAHUE.,
2. ITpotokon PPTP ucnonb3yercst TONbKO /151 TyHHenarpoBaHus TCP/IP.

3. TIporokon L2TP MOXeT UCIO/b30BaThCs o cyxbamu IPSec, a npotokon PPTP ucrnonb3yercs
CaMOCTOATE/ILHO

4. TIporokon PPTP. I'maBHBIM MPEeUMYIIIeCTBOM 3TOTO MPOTOKOJIA SIB/ISIETCS 0€30MacHOCTh Mepe/iauu
JlaHHBIX B VIHTepHeT.

[TpounTaiiTe TEKCT U 3alMILKTe Pa3BePHYThI 000CHOBAaHHBIN OTBET
IMonsitue kpunrorpaduyr. CUMMeTpUUHbIE U aCCUMeTPUYHbIEe aITOPUTMBI KM POBaHUS.
[TpounTaiiTe TEKCT U 3alMIIKTe Pa3BePHYTHI 000CHOBAaHHBIN OTBET

OnpezesieHrie 3/IeKTPOHHOM TTOITUCH, BU/IbI 31eKTPOHHON ToarrcH 1o d3 Ne63-P3 «O6 3/1eKTpOHHOM
TIOJTINICH».
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Ne 7 TlpouuTaiiTe TEKCT ¥ yCTaHOBHUTE COOTBETCTBUE
CorocTaBbTe MOHATHS, CBSI3aHHbIE ¢ MH(OPMAIMOHHOM 6€30T1acHOCTHIO.

K Ka)X10¥ MO3ULIMY B JIEBOM CTOJIOLIE, TIOAOepUTe MO3UIIMIO U3 MTPABOI0 CTO/IOIA.

Ob6ecrieuenue
1 Agropusanus A cexpeTrHOCTH
vH(OpMaLuy.
3alyra JaHHbIX
2 KonduaeHIMasHOCTD b ot noBpexgeHuit
Y U3MEHEeHUH.

Ob6ecrieuenue
JIOCTYTTHOCTH
nHdopmaln
IS
aBTOPU30BaHHBIX
ToJib30BaTesieid.
ITpoBepka
4 HoctynHoCTh I' mnunocTn
TI0JTh30BaTeJIs.

3 YrpagneHue JOCTYIIOM B

OrpaHuueHue

il JoCTyTa K
pecypcam Ha
OCHOBe IpaB.

Ne 8 TIIpounTaiiTe TEKCT M YCTAaHOBHTE ITOC/I/[OBATETHHOCTD
TMopsimok melicTBUI MPU pa3pabOTKe CUCTEMBI 3all[UThI:

1. ITocTpoenue mogenu yrpos

2. AHanus pyuckoB

3. OripefienieHye aKTUBOB U OH3HeC-TIPOLECCOB

4. [IpuMeHeHMe U UCII0/Ib30BaHUe TEXHUUECKHX CPe/iCTB 3allUThl MH(OpMaLU
5. KoHTpoJib U1 yIipaB/ieHye

6. CoBeplIeHCTBOBaHME Pa3pabOTaHHON CUCTEMBI

7. Co3manne OP]] (opraHu3ariiOHHO-PacTIOPSANTE/TbHAs JOKYMEHTALVS)
Ne 9 TIlpouuTaiiTe TEKCT ¥ YCTaHOBUTE N10OC/Ie[0BaTeIbHOCTh
TTopsioK AelCTBI P pa3paboTKe CUCTEMBI 3all[UThI:

1. BbIOOD Cpe/CTB 3allUThI;

2. Paspaborka niaHa 6e3omacHOCTH;

3. OnpeneneHre TpebOBaHMI K Oe30M1aCHOCTH;
4. AHanv3 pUCKOB;

5. MOHUTOPHHT U OLieHKa 6e30macHOCTH.

6. Peanu3aiius riaHa 6e30MacHOCTH.

Ne 10 IpouunTaiiTe TeKCT, BbIOEpHTE MPaBU/IbHBIN OTBET M 3allIIUTe apryMeHTbI, 000CHOBBIBAIOLIHE BEIOOD
oTBeTa

3amuTa ot cb0eB cepBepoB, pabOUMX CTAHLIUHN U JIOKAJTBHBIX KOMITBIOTEDOB OTHOCUTCS K?
1. AnimapaTHBIM CpeJiCTBaM 3allUThI
2. TIporpaMMHBIM CpeZACTBaM 3alliiTh
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3. TexHMUeCKHM CpeZiCTBaM 3alliUThl

4. IIpaBOBBIM Cpe/iCTBaM 3all{UThbI
Ne 11 TIpouMTaiiTe TEKCT U yCTaHOBUTE COOTBETCTBHE
ConocTaBbTe THIBI YIPO3 C COOTBETCTBYHOIIMH MeTOAAMH 3all{iThI.

K kax/10#1 o3uruy B JIeBOM CTOJIOIIe, TIOAOeprTe MO3UIIUIO U3 TTPABOTO CTO/OIIa.

YrpagneHue
JIOCTYTIOM,
(buznueckas
3aluTa.

1 IToTepst maHHbIX

PesepsHoe
KOIIPOBaHUe,
3aiyra ot
yTeuek.

2 HecaHKUMOHMPOBaHHBIM AOCTYH K MHYOPMALIUH. b

AHTHBUpYCHas
3alUTa,

3 CereBble aTaku. B cucremsl
Npes0TBpalleHNs
BTOP>KEHUM.
daitepBou,
CUCTEMBI
obOHapy>keHuUs
BTOP>KEHUM.

Ne 12 TTIpouuTaiiTe TEKCT, BBIOEPUTE MTPABUIBHBIN OTBET U 3aMUIIIMTE apryMeHThI, 000CHOBBIBAIOIIE BBIOOD
oTBeTa

TexHuueckue MephbI 3allIUThl MOXXHO pa3Zie/INTh Ha:

1. Cpe/icTBa anmapaTHOM 3allUThl, BK/IFOUAIOII[e CPe/ICTBA 3allUThl KAOeTbHOW CUCTEMBI, CHCTEM
3/IeKTPONUTAHUSA, U T.[.

2. ITpaBoBbIe, OpraHu3alOHHbIe, TEXHUYECKUe
3. [IpaBoBEbIe, anmaparHbie, TPOrPaMMHBIE

4. JInuHble, OpraHy3aliOHHbIe

23



